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Abstract

Network edge is becoming increasingly complex and 
diverse. This short talk will provide an overview of 
significant challenges the new technologies bring,

highlight new opportunities for the defenders  and 
present the main technology trends, describe
challenges and present some actions to address them.



3

TECHNOLOGY EVOLUTION 
TO MEC
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Some drivers for move to the edge

Communication 
protocols/tech

Energy efficiency

5G and 6G, new technology capabilities addressing new 
business models. 

Computational power Advances in computational power and data processing 
capabilities.

Data processing and other capabilities at the edge 
frequently lead to lower power consumption.

According to the Edge AI market report by Fortune Business Insights, The market for 
edge AI had a valuation of USD 11.98 billion in 2021. It is expected to expand from 
USD 15.60 billion in 2022 to USD 107.47 bn by 2029, showing a CAGR of 31.7% 
within the years 2022-2029. The global market was led by North America, with a 
market share of 40.8% in 2021



5

MEC
"Multi-Access Edge Computing edge" or MEC  is a network 
architecture where computing power is positioned close to the 
network's edge, allowing for data processing and analysis near 
where it is generated reducing latency and improving 
performance.

Some predecessor paradigms:

• Intelligent network
– Counterbalancing traditional architecture where the network is “dumb” 

and the edge is intelligent; MEC includes elements of both.

• Near data processing (NDP)
– Moves computation closer to data; similar intent, but different 

approaches
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Benefits of MEC

Lower latency

More efficient 

hardware 

architectures

Better 

efficiency

5G friendly

Near real 

time

Improved scalability

Better options for

Security/privacy

IoT friendly
User 

experience
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MEC: potential to improve trust

Trust Security Privacy Trust AI, Crypto
Set 

standards

Among those who
do not trust the Internet,
the main concerns are:
Security
Reliability
Corp/Gov control. Overall,
50% believe security is somewhat 
sufficient.

Overall support for
government measures
to improve trust, more
In developing countries 

Over 50% support to
set product and services 
standards with the
exception of user data

63% trust or
somewhat trust
the Internet
57% believe it is effectively
governed

In many regions,
there is growing concern
for privacy year over
year. 79% are 
Concerned.

Less than 50% support
to regulate the use of
AI or crypto currencies

Although a large proportion of global Internet users don’t trust the Internet, they

continue to use it. But they may use it differently. Trust is lower in advanced economies.

From CIGI/IPSOS Survey of users in 24 countries in 2022: 

https://www.cigionline.org/internet-survey.
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MEC INNOVATION 
POTENTIAL
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MEC enabled trends: examples

• Architectures

– Decentralization. Greater modularity of the computing 
infrastructure

– Intelligence at the edge. Analytics and edge AI.

• Operational

– Performance. Lower latency.

– Efficiency. Near real time response

• Business

– New models (e.g., pay per use; novel enterprise models)

– Standards based

• Security and privacy

– Better options (geo, area, application focus)

– Better transparency (simpler, more explainable 
transactions and data paths)



10

Some Challenges

• High upfront costs

• Significant redesign of some services

• Deployment (integration, optimization, risk)

• User mobility

• Performance

• Security implementation

• Legacy integration 

• Bandwidth management

• Supply chain (including software)

• Those who implemented MEC like environments 
highlight some challenges (in boldface above)
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SECURITY IN MEC 
ENVIRONMENTS
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Edge/MEC security

Can be described along the following generic 
characteristics (NIST):

• Security

• Safety

• Privacy

• Reliability

• Resilience

Not  all the characteristics are necessary to secure all 
applications (as discussed below).

Privacy Safety Reliability Resilience Security
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MEC environments Security 
Components

• Conventional (availability, integrity, confidentiality, 
etc).

+ 

• MEC Specific

– Architectural (network slicing, mobility management, traffic 
steering, virtualization)

– Locational (access network, mobile edge and core network)

– Business (billing, mobile offloading, etc.)

• General comment: a lot of literature on “MEC 
security,” but most articles are generic and not 
focused on ETSI MEC architecture
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MEC security in use cases

• Different for sectors: e.g., manufacturing, commerce, 
UAV management, eHealth or finance all have 
different key requirements.

– E.g., attacks on accuracy/process; speed of processing; 
confidentiality, or privacy will have differing effects on MEC 
environments in different sectors.

• Resilience measures for foundational features are 
common

– But skills and knowledge, even in this area, are still evolving. 
E.g., a lot of functionality in 5G ranges focuses on 4G attacks. 

• User equipment and Mobile Edge Platform Manager 
(MEPM) have different requirements

• 5G change to 5G MEC can cause availability/speed 
issues with parameter transition
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Mostly traditional tools are used

For example,

• Encryption

• Access control

• Isolation

But

• Combining several security models

• Supporting full MEC benefits with user mobility

• Protecting data and devices 

remain a challenge
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REGULATORY CHALLENGES
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Some broad concerns

• Promising for highly regulated environments

– Finance

– Telecommunications

– Automotive

– Government

• Related to data processing

• User mobility

• Benefits from and uses AI

• Ubiquitous applications with different security 
requirements and capabilities



Some specific regulatory concerns

Localization Sovereignty

User mobility
Protection 

requirements

Encryption 
export 
control

Access

Liability
Business 

continuity
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Privacy. Security



Potential tech approaches (but new regulatory 
frameworks are needed)

Modularization Anonymization

Encryption User control

Location 
choice

Improved 
physical 
security

Modularity 
and sealing

Better 
detection 

(AI/fuzzers)
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Privacy/DP Security
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CONCLUSIONS
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What needs to be done

Technology

Regulations

Better integration, better threat models, better 
assessment and isolation techniques

Deployment Understand deployments and cost issues to be able to 
engage more CSPs. Understand performance tradeoffs.

Establish a protective, but not constraining regulatory 
framework; could be a combination of existing 
requirements

The movement towards the edge is in progress.

But practical operational issues need to be addressed
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What needs to be done: privacy and security

Common data 
treatment

Standards

Taking into consideration user mobility, localization and 
access requirements, mixed datasets and performance 
requirements

Common approach to 
security

Understand, analyze and provide new solutions to novel 
security issues in MEC environment (e.g., physical security)

Excellent work for is already being done, more is needed.

The future is bright if practical issues are resolved
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